ARRANGEMENT
between

ORGANISATION FOR JOINT ARMAMENT COOPERATION

(OCCAR)
and

the Government / Kingdom of [insert Country concerned]
on the Protection of Classified Information 
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List of acronyms/definitions

	Breach of Security
	Means any non-compliance with applicable security instructions or any other knowing, wilful or negligent action, especially such action that could reasonably be expected to result in loss, compromises or unauthorised disclosure of Classified Information or cause damage to the interests of OCCAR, its Member States or any other State participating in an OCCAR Programme.

	Classified Information
	Means any information, document or material the unauthorised disclosure of which could cause prejudice to the interests of OCCAR, its Member States or any other state participating in an OCCAR Programme, and which has been so designated by a security classification.

	Classified Contract
	Means a legal act or sub contract between two or more Participants creating and defining enforceable rights and obligations between the Participants and which contains classified information or which involves the generation, use or transmission of classified information.

	Contractor
	Means an individual or legal entity possessing the legal capacity to negotiate and enter into contracts involving Classified Information.

	Need-to-Know
	Means a determination made by an authorised holder of information that a prospective recipient has a requirement for access to, knowledge of, or possession of the information in order to accomplish a designated and approved OCCAR Programme function.

	Originating Participant
	Means the Participant initiating or transmitting the Classified Information to the other Participant.

	Receiving Participant
	Means the Participant who receives Classified Information and will assume responsibility for protection of Classified Information provided under this Arrangement.

	Third Party
	Means any legal entity, government or, international organisation, being neither a Participant under this Arrangement nor a participant in the respective OCCAR Programme or an individual who does not hold the nationality of [insert country concerned] or a State participating in the respective OCCAR Programme.


Introduction

The Organisation for Joint Armament Cooperation (OCCAR)

and

the Government / Kingdom of [insert country concerned] hereinafter referred to as the Participants
· Recognising the participation of [insert country concerned] in OCCAR Programmes,

· Recognising the interest of industrial facilities located in the territory or operating under the legal authority of [insert country concerned] to co-operate in an OCCAR Programme,

· Being aware such participation and cooperation requires the exchange of Classified Information,

· Acknowledging that Classified Information generated by or provided to Government and legal entities located in the territory or operating under the legal authority of [insert country concerned] requires protection against unauthorised disclosure,

· Noting that OCCAR-EA has been authorised by the OCCAR Member States to conclude such a Security Arrangement (hereinafter referred to as Arrangement).

have reached the following understanding:

Classification Equivalents
For the purpose of this Arrangement the following security classifications will be equivalent:

	OCCAR
	OCCAR SECRET
	OCCAR CONFIDENTIAL
	OCCAR RESTRICTED

	[insert Country concerned]
	?
	?
	?


Security Classification Levels:

	SECRET
	This classification will be applied to information whose unauthorised disclosure would result in grave damage to the interests of OCCAR or any other country participating in an OCCAR Programme.

	CONFIDENTIAL
	This classification will be applied to information whose unauthorised disclosure would be damaging to the interests of OCCAR or any other country participating in an OCCAR Programme.

	RESTRICTED
	This classification will be applied to information whose unauthorised disclosure would be disadvantageous to the interests of OCCAR or any other country participating in an OCCAR Programme.


1. Competent Security Authority

The Authorities with overall responsibility for the security provisions contained in this Arrangement are the following:

For OCCAR

OCCAR-EA
Security Section Leader
Godesberger Allee 140
53175 Bonn
Germany
For [Insert Country concerned]
2. Classified Contracts

For Classified Contracts awarded to Contractors or other legal entities located in the territory of the Receiving Participant or operating under the legal authority of the Receiving Participant, the Receiving Participant will:

(1) Assume responsibility for administering security measures for the protection of the Classified Information provided or generated pursuant to the Contract in accordance with the provisions described in this Arrangement;

(2) Indicate the security authority responsible for implementing and overseeing the security measures at Contractor facilities located in the territory of the Receiving Participant or operating under the legal authority of the Receiving Participant, and identify this authority to the other Participant;

(3) Authorise visits by representatives of the other Participant to verify the establishment of security measures required under this Arrangement;

(4) Ensure that Contractors with access to Classified Information CONFIDENTIAL or SECRET provided or generated pursuant to this Arrangement hold a Facility Security Clearance at the appropriate level issued by the responsible National Security Authority or Designated Security Authority (NSA / DSA);

(5) Endeavour to ensure that legal action can be taken against individuals being responsible for unauthorised disclosure of Classified Information generated or provided under this Arrangement in accordance with applicable national laws and regulations;
(6) The Participants will as soon as possible inform each other of any change affecting the protection of Classified Information exchanged or produced under this Arrangement.

3. Security Measures

The Receiving Participant or its responsible security authorities will ensure that: 

(1) Classified Information provided or generated pursuant to this Arrangement is protected from unauthorised disclosure, loss or compromise;

(2) All such Classified Information is handled and safeguarded to a degree no less stringent than the provisions laid down in the “OCCAR Security Regulations” referred to in this Arrangement, and supplementary security requirements as described in the respective OCCAR Programme Security Instructions (PSI);

(3) A registry system is established allowing compartmentalization of Classified Information generated or provided under this Arrangement from other Classified Information of the Receiving Participant;

(4) The security classification of the information assigned by the originator is maintained and complies with any distribution and access restrictions stated by the originator;

(5) Any requirement covering the security of the agencies, offices and installations under its jurisdiction are complied with, in particular through inspection visits and checks;

(6) Classified Information generated by the Receiving Participant, Contractor or other legal entity under the authority of the Receiving Participant pursuant to this Arrangement is classified and marked as prescribed by the relevant OCCAR Programme Security Instructions and Security Classification Guide;

(7) Classified Information is not released to a Third Party without the prior written consent of the Originating Participant;

(8) Classified Information is not used for purposes other than those for which it was provided;

(9) Access to Classified Information CONFIDENTIAL and SECRET is limited to those persons, who hold the appropriate security clearance issued in accordance with the national laws and regulations of the Receiving Participant and who have a need to know in order to co-operate/participate in the respective OCCAR Programme;

(10) All persons having access to Classified Information are informed of their responsibilities to protect the information in accordance with the applicable security regulations;

(11) Classified Information received by the other Participant will not be downgraded or declassified without the prior written consent of the Originating Participant;
(12) When the Classified Information is no longer required, the information is returned to the Originating Participant or destroyed in accordance with the “OCCAR Security Regulations” referred to in this Arrangement, and supplementary security requirements as described in the respective OCCAR PSI.

4. Transmission

(1) Classified Information Confidential level or higher will normally only be transmitted between the Participants through Government-to-Government diplomatic bag channels. In exceptional circumstances other means of transmission may be arranged if mutually approved in writing by the appropriate Competent Security Authority of each Participant.

(2) Classified Information at the CONFIDENTIAL level or higher must not be transmitted electronically in clear text. Only cryptographic systems specifically and formally approved by the Competent Security Authorities of the Participants will be used for the encryption of Classified Information at the CONFIDENTIAL level or higher. Classified Information at the RESTRICTED level will be transmitted or accessed electronically (e.g. by means of point-to-point computer links) via a public network like the Internet, only using Government or commercial encryption devices mutually accepted by the Competent Security Authorities.
(3) Classified Information at the RESTRICTED level will be transmitted between the Participants in accordance with the security regulations of the sender, which may include the use of Commercial Couriers.
5. International Visits

(1) For the purpose of this Arrangement the Participants will permit visits to their establishments or Contractor facilities by representatives of the other Participant, or its Contractors participating in an OCCAR Programme.

(2) The requirements for international visits related to the OCCAR Programmes will be identified with the relevant Programme Security Instructions. However the anticipation is that requests for visits will be submitted directly to the responsible security officials of the receiving establishment prior to the visits taking place, unless the host Participant explicitly requires submission of visit requests via official channels. 
(3) All visitors shall comply with the security regulations and instructions of the host party. All Classified Information communicated or made available to the visitors will be treated as if it were provided to the Participant to which the visitors belong.

6. Loss, Breach or Compromise

(1) In the event of a security infringement involving the loss, breach or compromise of Classified Information or suspicion that Classified Information has been disclosed to unauthorised persons, the Receiving Participant will immediately inform the Originating Participant.

(2) An immediate investigation will be carried out by the Recipient Participant (with assistance from the Originating Participant if required) in accordance with its regulations for the protection of Classified Information. The Recipient Participant will inform the Originating Participant about the circumstances, measures adopted and outcome of the investigation as soon as is practicable and of the corrective action taken to preclude recurrences.

7. Costs

Any costs incurred in the application of the security provisions of this Arrangement will be borne by the Participant providing the services. 

8. Disputes and Amendments

(1) Any dispute regarding the interpretation or application of this Arrangement will be settled exclusively by consultation between the Participants. Pending the settlement of any dispute, the Participants will continue to fulfil all their responsibilities under this Arrangement.

(2) This Arrangement may be amended with the mutual consent of both Participants.
9. Withdrawal/Termination

(1) This Arrangement is concluded for an indefinite period of time. Either Participant may terminate this Arrangement in writing, subject to a notice period of six months being given. In the event of such termination, the Classified Information transmitted or produced will continue to be handled in accordance with the provisions of this Arrangement.

(2) Upon withdrawal from this Arrangement the Participant concerned will continue to meet its obligations under the provisions of this Arrangement.

10. Final Provisions
(1) This Arrangement is signed in duplicate in the English language.

(2) This Arrangement becomes effective when signed by both Participants and upon the date of the last signature
	For OCCAR:

	
	
	

	Date
	Name 
	Signature

	

	For and on behalf of [insert Country concerned]:

	Function:

	
	
	

	Date
	Name 
	Signature
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