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List of acronyms/definitions/explanations

	CCI
	Controlled Cryptographic Item

	COMSEC
	COMmunication SECurity

	DSA
	Designated Security Authority

	FAL
	Final Assembly Line

	FSO
	Facility Security Officer

	ISO
	International Standardisation Organisation

	NATO
	North Atlantic Treaty Organisation

	NDA
	National Distribution Agency

	NSA
	National Security Authority

	OCCAR
	Organisation Conjointe de Coopération en Matière d’Armement

	OMP
	OCCAR Management Procedure

	PoC
	Point of Contact

	PSI
	Programme Security Instructions

	SCG
	Security Classification Guide


Purpose

The transportation plan applies to any exchange of material under the [INSERT PROGRAMME NAME] Programme that has been classified by the Competent Authority concerned or the SCG as

CCI (Controlled Cryptographic Item)

and to the courier transports between the [INSERT PROGRAMME NAME] Partner Companies and Suppliers (Annex A: List of Addresses) within the Participant States of the [INSERT PROGRAMME NAME] Programme.

The purpose of this document is to define a framework transportation plan for the transmission of Controlled Cryptographic Items of the [INSERT PROGRAMME NAME] Programme.
1. Scope

This plan covers all contracts or subcontracts within the development and production phase as well as the initial support of the [INSERT PROGRAMME NAME] Programme in which is necessary the movement of such material.

2. Related documentation

The following documents are part of this plan in the extension indicated in it:

· OCCAR Security Agreement

· OCCAR Security Regulations OMP-11

· OCCAR contracts 

· [INSERT PROGRAMME NAME] Programme Security Instructions 
3. Related forms & templates

	Form OMP 11-03
	OCCAR Courier Certificates – Version II

	Form OMP 11-04
	OCCAR Multi Courier Certificates – Version II

	Form OMP 11-09
	OCCAR Transportation Plan

	Form OMP 11-17
	Transport Announcement for Hand Carriage of Classified Material

	Form OMP 11-18
	Declaration by the Courier

	Form OMP 11-19
	Compromise or Possible Compromise Report Form


4. Functions and Responsibilities
The most important functions to be carried out, as well as the responsibilities that come about due to the application of this document, are:

4.1  Security
The Facility Security Officer (FSO), under this plan, will:

· Elaborate the transportation plan according to the applicable documents.

· Distribute it among the persons affected.

· Supervise its compliance during the Programme execution.

· Supervise the subcontractor security activities related to the Programme.

· Organise, co-ordinate and inspect the required security measures.

· Monitor staff clearances and keep this up to date.

· Report to the competent bodies any deviation from compliance with the security regulations applicable.

· Contribute to the Programme Progress Report, adding the information of the execution and state of all the activities under its responsibility.

· Assume the Programme Security role towards the customer, the Partner Company or Supplier (TBC), OCCAR, and concerned NSAs/DSAs and NDAs.

· Coordinate with his/her Programme Security Manager and/or Cryptocustodian any anomaly observed that might give rise to non-compliance with the security standards and procedures applicable.

· To inform their NSA/DSA and NDAs of any incident or non-compliance with the applicable security standards and procedures regarding the transportation of CCI material.

The Cryptocustodian or the Alternate Cryptocustodian, under this plan, will:

· Keep up to date the cryptographic account necessary for the reception, custody and delivery of the CCI material.

· Carry out the reception (receipt and register of entrance) of the CCI material that comes from other cryptographic accounts.

· Inform the staff affected of the required regulations and their responsibilities.

· Control the on-going and out-going movements of the CCI material of their facility crypto account.

· Prepare the deliveries of the CCI material to destination (elaborate the transfer certificate and security documents, notify the delivery to the addressee, supervise the packing and security marking, supervise the transportation vehicle, etc.)

· Know the result of the operation of transport and transfer of the material.

· Keep the file of security documents.

· Collaborate with their FSO in any of his/her responsibilities.

· Coordinate with their FSO and/or Programme Security Manager any anomaly observed that might give rise to non-compliance with the security standards and procedures applicable.

4.2 Programme
The Contractor Programme Manager, in addition to their inherent Programme functions, under this plan, will:

· Collaborate with the FSO in the creation of the Transportation Plan.

· Collaborate with the FSO in its obligations such as awareness of the staff clearances, verify that the specific security measures for the Programme are complied to, etc.

· Notify the FSO any security requirement during the Programme execution.

· Notify the FSO any incident that arises in security matters throughout the Programme execution period.

· Notify the Cryptocustodian or alternative with enough anticipation the needs of movements of the CCI material.

· Provide adequate resources to execute security and protection functions.

The staff involved in the contract, in addition to their inherent functions, will:

· Know and comply with the security standards applicable as well as to the internal procedures on security issues.

· Contribute to obtain or keep up to date the security clearance when required.

· Inform their FSO, Cryptocustodians and/or the Contractor Programme Manager of any anomaly they observe that might give rise to non-compliance with the standards and procedures applicable.

4.3 Carrier

The Freight Transporter, under this plan, will:

· Contribute to keep up to date the security clearance when required.

· Comply with the transport procedure and instruction received from the FSO.

· Keep the means of transport in adequate condition.

· Inform the FSO and/or the Cryptocustodian of any incident that has happened during the operation of transport and transfer of the CCI material or any anomaly they may observe that might compromise the successful result of the transaction.

5. General Criteria for the Transport of CCI Material
The general criteria for the transport of CCI material are:

· All movements will be done in accordance with Paragraph 5 of the [INSERT PROGRAMME NAME] PSI, when applicable.

· The Transmission of CCI Material within a participant’s country will be done in accordance with their national security laws and regulations.

· CCI material shall be transported by means that provide continuous accountability and protection against loss or unauthorized access during transit and intermediate stops.

· Prior to a movement of CCI material, a transfer document will be created by the consignor’s Cryptocustodian. 

· For international transfers, the transfer document will be transmitted to the consignor’s NDA and through the consignee’s NDA to the consignee’s Cryptocustodian. The CCI items will be delivered, as described below in this chapter, directly from the consignor industry to the consignee where its Cryptocustodian will check the contents of the consignment against the transfer document. The receipted transfer document will be transmitted to the consignee’s NDA and through the consignor’s NDA to the consignor’s Cryptocustodian.

· For transfers within one nation, the transfer document will be transmitted according to national rules and regulations.

· The package will not show externally any evidence of their CCI and/or Classified condition. It will be marked as CCI and/or with their classification internally.

· The crypto keys must be properly erased before transporting CCI material (otherwise the classification of the material increases). In case of faulty equipment where it is not possible to guarantee the correct erasure of keys, the highest classification of the key must be applied to the contents of the consignment.

While being transported on road, the CCI item shall, at all times, be under control and must never be left unattended. During stops, one cleared person at the required level shall always remain in the vehicles. When stopping for the night, couriers either can transfer control over the parked and locked vehicle containing the material to the local authority/military service at the specified places predefined on the transportation routes and checking the vehicle for its proper state the next morning, or otherwise, at least one cleared person at the required level shall always remain with the material.

The air transport of large items which cannot be hand carried will be transported in the hold of an aircraft belonging to a national air carrier registered within the Programme participating countries. The courier will accompany the CCI equipment to the hold of the aircraft and will remain airside until the aircraft is locked down ready for flight. At the destination will also supervise the unloading of the CCI material. Except in cases of emergency, stops in non Programme participating countries, or non OCCAR member states shall not be permitted.

In all cases, the FSO of the sending and receiving facilities will jointly organize the details of the transport and prepare the necessary documents as required in Paragraph 6.1, before the transport takes place.

5.1 Means of Transport
All transfers of CCI, whether Hand Carried or as Freight, must be accompanied by a Courier/Escort as appropriate. 

5.1.1 Hand Carriage
Each Hand Carriage of CCI material shall be reported by the FSO of the dispatching organization (i.e. the Consignor or Supplier) to the recipient FSO and the involved authorities (consignor and consignee NSA/DSA) using a Hand Carriage Transport Announcement such as the attached Form OMP 11-17. 

When hand-carrying CCI material a Courier Certificate, according to forms OMP 11-03, OMP 11-04 or a national equivalent form shall be provided to the courier. This document includes:

· A Courier Certificate.- in which it is declared that the Courier has been appointed to carry / escort a CCI and/or classified consignment.

· Description of the shipment.- Attached to the above document which describes the content to be transported.

· Declaration by the Courier on Completion of the Carriage / Transport.- Statement of non-compromise during transport.

· Notes for the Courier.- Basic security principles to develop the transport.

The Courier Certificate (OMP 11-03, OMP 11-04 or a national equivalent form) issued by the respective NSA/DSA or NDA as appropriate according to national rules and regulations shall be distributed by the FSO of the consignor to the nominated Courier. It will be valid for a One Time Transport or a Recurring Transport where allowed by national regulations.

Prior to the issue of a Courier Certificate, the consignor FSO shall inform the Courier about any possible specific risk regarding the particular transport (based on the countries crossed, material/documents carried or any other threats identify) and shall also brief the Courier on the security regulations pertaining to the CCI/classified material.

Once briefed, the Courier shall sign, to the consignor FSO, a declaration (Form OMP 11-18) stating that he/she has been briefed on his/her obligations related to the transfer of classified consignments, in particular, the ones included in form Notes for Courier which will be written, at least, in English language.

Couriers are given a copy of the regulations contained in Notes for Courier along with the courier certificate mentioned.

Once the transport has been completed, if non aware on any incident, the Courier and the consignee FSO shall sign the “Declaration by the Courier on Completion of the Carriage / Transport”. If any incident or possible loss or compromise occurs during the consignment the Courier and Consignee FSO will act as described at Paragraph 7 of this document.

5.1.2 Transfer as Freight
When transferring CCI material as freight, according to the OMP-11 and [INSERT PROGRAMME NAME] PSI, the sending and receiving establishments will jointly organise the details of the transport and prepare a transportation plan (OMP 11-09), which must be approved by the responsible NSA/DSA of the countries involved before the transport takes place.

The Cryptocustodian or the FSO of the consignor will prepare a receipt note for the Consignment. The receipt note will be held by a cleared escort or included into the package. Responsibility for the consignment will pass to the recipient upon his/her signature on this receipt note. The receipt note has to be returned to the dispatching Cryptocustodian FSO immediately after receipt. 

A Courier Certificate shall be provided to the courier/cleared escort in the same conditions as described at Paragraph 6.1.1 in order to benefit its border crossing. The requirement of an escort will be implemented in the transportation plan following a case by case risk assessment.

All other arrangements, such as the formal COMSEC transfer document (see Paragraph 6 above) and the Courier Certificate, are required.

Recurring Transports

When a recurring transport has been approved, any single movement of CCI material related with it, must be reported by the FSO of the dispatching facility (i.e. the Consignor or Supplier) to the receiving facility using the Transport Announcement “NOTICE OF CLASSIFIED CONSIGNMENT” included in form OMP 11-09 or a national equivalent form.

The Transport Announcement will also be sent as a copy to the involved NSA/DSA for information only. Acceptance of the single movement or acknowledgement of the receipt of the announcement is not required.

6. Incidents
All participants and Participating Contractors or Subcontractors and authorized Third Parties will report without delay any breaches of security and indications of loss or compromise or possible loss or compromise of Program Information and CCI or Classified Material as described at Paragraph 9 of the [INSERT PROGRAMME NAME] PSI. When a breach of security or loss or compromise occurs, the relevant NSA/DSA of the facility that has custody of the information will be formally notified in writing (Form OMP 11-19 can be used for this purpose). The relevant participant’ NSA/DSA will promptly and fully inform the other participants' NSA’s/DSA’s of the details of any such occurrences and the lead participant NSA/DSA will inform the Programme Offices. 

The NSA/DSA of the participant where the loss occurred will be responsible for initiating the necessary investigation in accordance with national regulations. Upon completion of the investigation all NSA/DSA involved and the Programme Offices will be notified of the results and corrective actions taken to prevent a recurrence.

7. Routes
Description of routes will be defined in the transportation plans used for movements.

8. Annexes

	Annex A
	List of Addresses

	Annex B
	Controlled Cryptographic Items


Annex A: List of Addresses

Annex A.1.- National Security Authorities (NSA) / Designated Security Authorities (DSA) and national distribution agencies (NDA)

TBD
Annex A.2.- Identification of Participating Companies

TBD
Annex B: Controlled Cryptographic Items

	[INSERT PROGRAMME NAME] CCI ITEM
	CLASSIFICATION
	CONSIGNOR
	CONSIGNOR COUNTRY

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Note: This table gives for each equipment the consignor which can become consignee when the equipment is returned to him.
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